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Coordinator User’s Guide
1. Introduction

The Coordinator is a GT4 custom PDP, which can authorise a user’s request to a grid service via the GT4 authorisation framework. In order to enable the authorisation framework, both the server and client sides need to be configured with appropriate authentication and authorisation methods. The details about GT4 security can be found in GT4 documents (http://www.globus.org/toolkit/docs/development/4.1.2/
The Coordinator may work with a group of custom PIPs, namely subject, resource, action and environment. This user guide therefore also instructs to install and configure these custom PIPs. 
The custom PDP/PIP is designed working on GT4.1.x. Since the authorisation framework of GT4.1.x is not compatible to GT4.0.x, this Coordinator only works in GT4.1.x installations. 
The Coordinator needs an actual PDP to make authorisation decisions. It can choose either PERMIS or XACML. Therefore, the PERMIS and/or XACML java library are needed, which are included in this distribution. Because the Coordinator needs coordination database to hold coordination data, a coordination database service, which is also a standard grid service, is provided. We use MySQL database server as the media to hold the coordination data (i.e. coordination attributes).

The actual PERMIS or XACML PDP can be used as a GT4 custom PDP directly, instead of which is called by the Coordinator. In this case, the coordination database service and a MySQL server are not needed. The custom PIPs if any, will work along with the PDP to protect any grid service. Therefore, if a user is only interested in the PIPs and/or the PERMIS/XACML PDP, this guide also can be used as a user’s guide to using the PERMIS/XACML GT4 PDP and the PERMIS GT4 CVS (i.e. the subject PIP). In this case, you only need to copy the files from the lib directory in this release package to $GLOBUS/lib. Now the user can simply jump into section 4.  
2.  Installation Prerequisites
1 GT4.1.x 
The current stable version of GT4.1.x is GT4.1.2, which can be downloaded from http://www.globus.org/toolkit/downloads/development/. We assume it is installed in $GLOBUS_LOCATION directory.
2 MySQL
MySQL database server can be downloaded from the link http://dev.mysql.com/downloads/. Note that the MySQL database server can be installed in a deferent machine from the GT4 server, which hosts the coordination database service. Therefore, the grid service, which is protected by the Coordinator, the coordination database grid service and the database server can be distributed into different machines. In order to complete the following installations, the user must make sure the MySQL server is up.
3 Certificate Authority (CA)
GT needs user, service and host certificates to authenticate the user, grid service and service container. GT4 provides a wrapper (i.e. SimpleCA) around the OpenSSL CA functionality and which is sufficient for simple grid services. Alternatively, a user can use OpenSSL’s CA.sh command on its own. SimpleCA is suitable for testing or when a CA is not available. For a full GT4 installation, a user does not need to install the SimpleCA separately because it is shipped with the installation.
At least, a container credential is needed when the container starts up. This credential should be saved on /etc/grid-security/containercert.pem. Meanwhile, the key file of this credential should be in /etc/grid-security/containerkey.pem. Assuming the DN of the container is /O=Grid/OU=GlobusTest/OU=simpleCA-issrg-testbed.cs.kent.ac.uk/CN=host/issrg-testbed.cs.kent.cs.uk, the grid map file i.e. /etc/grid-security/grid-mapfile should contain the following map
“/O=Grid/OU=GlobusTest/OU=simpleCA-issrg-testbed.cs.kent.ac.uk/ CN=host/issrg-testbed.cs.kent.cs.uk” root
Note that the above should be in the same line.

4 Ant

GT also needs Apache Ant for deploying grid services. Users may download Apache Ant from http://ant.apache.org/bindownload.cgi. Assuming the Ant is installed in /usr/local/apache-ant-1.7.0, the ANT_HOME should be set to
ANT_HOME=/usr/local/apache-ant-1.7.0

5 LDAP server

A LDAP database server will need to be installed for distributed working so that PERMIS policies, X509 attribute certificates, and public key certificates can be stored and accessed from multiple locations. However, a LDAP server is not required to test and use this Java object on a single system because policies, attribute certificates and public key certificates can also be loaded into PERMIS from local files.

A LDAP server can be downloaded from http://www.openldap.org/software/download/ and a manual for its installation can be found at http://www.openldap.org/doc/admin23/.
Once a standard LDAP directory has been installed and configured, the ‘attributeCertificateAttribute’ attribute and the ‘pmiUser’ objectClass need to be added to the core.schema file. This file can be found in the schema folder inside the LDAP installation directory.
The ‘attributeCertificateAttribute’ attribute requires the following parameters:
Name: attributeCertificateAttribute

OID (object identifier): 2.5.4.58

Syntax: Binary
The X.509 standard defines 'attributeCertificateAttribute’ as shown below:
attributetype (2.5.4.58 NAME 'attributeCertificateAttribute'
DESC 'A binary attribute certificate'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
)
IMPORTANT NOTE. Some LDAP servers may require 

SYNTAX 1.3.6.1.4.1.1466.115.121.1.8 in the above definition.


After creating the attribute ‘attributeCertificateAttribute’ the objectClass pmiUser needs to be created. The pmiUser objectClass requires the following parameters:
Name: pmiUser

OID (object identifier): 2.5.6.24

Parent: top

Required Attributes: - (NONE)

Optional Attributes: attributeCertificateAttribute
The X.509 standard defines 'pmiUser' as shown below:
objectclass (2.5.6.24 NAME 'pmiUser'
SUP organizationalPerson
DESC 'A pmi entity that can contain X509 ACs'
MAY (attributeCertificateAttribute $ cn $ email $ uid)
)
Note that users can only store AC attributes in an entry if this entry contains the pmiUser objectClass so users should ensure that all entries that they wish to store ACs inside have the pmiUser objectClass. This configuration is activated by re-starting your LDAP server.

3. Installation of the Coordinator

Users can download the Coordinator package (v2.0) from http://sec.cs.kent.ac.uk/permis/integrationProjects/Coord.shtml as a zip file .i.e. coordinator_v2_0.zip. This zip file can be extracted into any directory, says $EXAMPLE_DIR. this directory will include five directories.
config
doc
gar
lib
test
tool
(1) In the config directory, there are example configuration files for setting up the coordination authorisation framework i.e. 
coordDataBase/WSRF_Coordination_Config
coordDataBase/DbProperties

client/security-config.xml

coordinator/security-config.xml

parameter.txt
init.ac
init.ldap

WSRF_Coordination_Config is the example coordination database configuration file. DbProperties is the example MySQL database configuration file. The security-config.xml files are client security descriptors for a client to a grid service and the Coordinator respectively. parameter.txt is the example action parameter configuration file. init.ac and init.ldap are examples of Permis (CVS and PDP) configuration file. The former is a configuration file using local ACs to construct the Permis CVS or PDP. The latter is a configuration file for constructing Permis with LDAP. 

(2) In the doc file, there is a doc file, which is this user’s guide.
(3) In the gar directory, there are for gar files for deploying the coordination database service (org_globus_services_core_coord.gar) and the testing services (org_globus_services_core_test.gar, org_globus_services_core_atm.gar and org_globus_services_core_manager.gar).
(4) In the lib directory, there are all of the needed jar files, which are required by the Coordinator.

(5) In the test directory, we provide some testing policies and attribute certificates (ACs). However, they may need to be modified when the user runs the test because the user has to create user and service certificates using the CA installed in the his testing machine. These certificates could have different subject DNs from the example ACs. CoordDemo.zip contains a testing java client, which can run on any machine (Windows and Linux) and does not require anything else set on the machine. 
In the tool directory, we also provide a java client (CAD-Constructor.zip) to created empty coordination attribute tables and the table that describes the coordination attributes. There is also an example XML file as the input to this client.
3.1. Deploy the coordination database service

Assuming the gar file for the coordination database service is copied into $EXAMPLE_DIR. This file contains all the files and information the GT4 server needs to deploy the grid service. Deployment is done by unpacking the gar file and copying the files within (WSDL, compiled stubs, compiled implementation, WSDD) into appropriate locations in the GT4 directory tree.

The following command must be run with a user who has write permission in $GLOBUS_LOCATION.
globus-deploy-gar $EXAMPLE_DIR/ org_globus_services_core_coord.gar

If the coordination database service needs to be protected, it should be configured as described as using the PERMIS or XACML PDP instead of the Coordinator.
3.2. Edit the coordination database configuration
Copy WSRF_Coordination_Config into /home directory in the server where coordination database service is deployed. 
dbConfigurationFileName  =  /home/DbProperties

CADTableName

   = CADTable
The value of the parameter dbConfigurationFileName indicates where the MySQL database configuration (i.e. DbProperties) is located. In the above example, it is assumed that the configuration is stored in /home/DbProperties. However, the user can choose another directory to hold this file. DbProperties is a text file, which describes properties of the installed MySQL database. 

dbDriverName



= com.mysql.jdbc.Driver

dbDriverPrefix


= jdbc:mysql:

dbURL



= //localhost:3306/coord

dbUserName



= root

dbPassWd



= password

maxActive



= 300

maxIdle 



= 30

maxWait 



= 5000

testOnBorrow 



= true

testOnReturn 



= false

timeBetweenEvictionRunsMillis 
= 300000

minEvictableIdleTimeMillis   
= 28800000

testWhileIdle 


            = false
numTestsPerEvictionRun

= 3
If the database is hosted in a different machine from the coordination service then the user has to change the value of the parameter dbURL into an URL, which is the address of the MySQL database server, for example, //issrg-beta.cs.kent.ac.uk:3306/myDb, where myDb (e.g. coord in the above) is the database name. The database has to be created manually by typing in MySQL command .i.e.

mysql> CREATE DATABASE myDb
dbUserName and dbPassWd specify a user account name and password. The coordination database will be accessed in this account. These parameters may be set to different values from the above. We would like to suggest the database is used in the root account (with Host=%).
The value of CADTableName defines the name of a coordination attribute description table. We adopt CADTable as this name in this release. The coordination database must have this table, which specifies what coordination attributes are stored in the database, what initial values the coordination attributes will have and what imbedded attributes are used to define the coordination attributes.
3.3. Create the CAD table with the specification in CADDescription.xml
Unzip the file CAD-Constructor.zip into any directory. Go into that directory and type in
java –jar createCADTable.jar  foo-1/CADDescription.xml foo-2/ DbProperties
This command calls the database initialise process to create the CAD table. Meanwhile, this process also creates the empty table for each coordination attribute.
An example CADDescription.xml is

<?xml version="1.0" encoding="UTF-8"?>

<CADSpec xmlns="" xmlns:permis="xyz">

<AttributeDefinition CoordinationAttributeName="balance[permis:permisRole(S),urn:oasis:names:tc:xacml:1.0:environment:current-date(E)]"

          
DataType="http://www.w3.org/2001/XMLSchema#integer" >

<attribute Name="permis:permisRole(S)"


    DataType="http://www.w3.org/2001/XMLSchema#string"/>

<attribute Name="urn:oasis:names:tc:xacml:1.0:environment:current-date(E)"


    DataType="http://www.w3.org/2001/XMLSchema#date"/>

<InitialValue>250</InitialValue>

</AttributeDefinition>

</CADSpec>
By editing this file, a user may define any coordination attribute and create the corresponding CAD table. 
The CAD table specified by the above xml looks like

	Name
	Id
	AttributeDefinition
	Value

	balance[permis:permisRole(S),

urn:oasis:names:tc:xacml:1.0:environment:

current-date(E)
	32 characters
	XML of AttributeDefinition
	60


Each coordination attribute represents a table, which is identified by the Id field. For example, the table for balance[permis:permisRole(S),urn:oasis:names:tc:xacml:1.0:environment:current-date(E)] has the schema as follows.
	permis_permisRole1S1
	urn_oasis_names_tc_xacml_1_0_environment_

current-date1E1
	Value


Alternatively, this CAD table and the coordination attribute tables can be created automatically via the DPA system, which is another separate application.
3.4. Copy all of the jar files into $GLOBUS_LOCATION/lib
Copy all of the jar files in the lib directory into $GLOBUS_LOCATION/lib.

4. Configuration of Grid Service

Given a grid service, which needs to be protected by the Coordinator, it must have a X.509 certificate for authenticating the service. Users can find out how to create service certificates in http://www-128.ibm.com/developerworks/grid/library/gr-gsi4intro/. Each certificate is associated with a private key file. If the certificate and its key were created by a CA in a different machine, the user has to copy the CA certificate and the signing policy file into the machine that hosts the grid service. If the connection between the service and its client is secure (i.e. via hppts:// protocol), the certificate and signing policy of a CA, which issues the client’s certificate, may need to be copied into the machine as well. Details about configuring Globus to trust a particular CA can be found at http://www.globus.org/toolkit/docs/4.0/admin/docbook/ch05.html.
 In order to use this Coordinator to authorise a user’s request to the given service, this service must have a security descriptor specified in the service wsdd. The security descriptor is a XML file, whose name is specified as the value of the securityDescriptor parameter. The descriptor specifies the service’s security configuration including authentication and authorisation methods and its credential. 
Every deployed service in the GT4 container will have a directory in $GLOBUS_LOCATION/etc. The name depends on the java package, which includes the Java class of this service. The service’s wsdd has the name service-config.wsdd. 
Assuming the protected service is org.globus.services.core.atm, its server configuration might look like as the follows:
<?xml version="1.0" encoding="UTF-8"?>

<deployment name="defaultServerConfig" 

    xmlns="http://xml.apache.org/axis/wsdd/" 

    xmlns:java="http://xml.apache.org/axis/wsdd/providers/java" 

    xmlns:xsd="http://www.w3.org/2001/XMLSchema">

    <service name="org/globus/services/core/atm" provider="Handler" use="literal" style="document">

        <parameter name="className" value="org.globus.services.core.test.impl.ATMService"/>

        <wsdlFile>share/schema/ATMService_instance/ATM_service.wsdl</wsdlFile>

        <parameter name="securityDescriptor" value="etc/org_globus_services_core_atm/security-config.xml"/>

        <parameter name="allowedMethods" value="*"/>

        <parameter name="handlerClass" value="org.globus.axis.providers.RPCProvider"/>

        <parameter name="scope" value="Application"/>

        <parameter name="providers" value="GetRPProvider"/>

        <parameter name="loadOnStartup" value="true"/>

    </service>

</deployment>
The service’s security descriptor is specified in the file etc/org_globus_services_core_atm/security-config.xml. This file may look like
<serviceSecurityConfig xmlns="http://www.globus.org/security/descriptor/service" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="http://www.globus.org/security/descriptor name_value_type.xsd" xmlns:param="http://www.globus.org/security/descriptor">

    <auth-method>

        <GSISecureConversation/>        

    </auth-method>

    <authzChain>

        <pips>

           <interceptor name="parameter:org.globus.wsrf.impl.security.authorization.ParameterPIP">




<parameter>

                        <param:nameValueParam>

                            <param:parameter name="parameterConfig" value="/home/action/atm/parameter.txt"/>

                        </param:nameValueParam>

                    </parameter>

           </interceptor>


    <interceptor name="env:issrg.coordination.authz.pip.EnvironmentPIP">




<parameter>

                        <param:nameValueParam>

                            <param:parameter name="environment-pip-identity" value="E-"/>

                        </param:nameValueParam>

                    </parameter>

           </interceptor>

           <interceptor name="resource:issrg.coordination.authz.pip.ResourcePIP">




<parameter>

                        <param:nameValueParam>

                            <param:parameter name="resource-pip-identity" value="R-"/>

                        </param:nameValueParam>

                    </parameter>

           </interceptor>


    <interceptor name="subject:issrg.coordination.authz.pip.SubjectPIP">




<parameter>

                        <param:nameValueParam>

                            <param:parameter name="cvs-config" value="/home/pip/init.pip"/>

                            <param:parameter name="subject-pip-identity" value="S-"/>

                        </param:nameValueParam>

                    </parameter>

           </interceptor>


    <interceptor name="action:issrg.coordination.authz.pip.ActionPIP">




<parameter>

                        <param:nameValueParam>

                            <param:parameter name="data-types" value="http://www.w3.org/2001/XMLSchema#integer"/>

                            <param:parameter name="action-pip-identity" value="A-"/>

                        </param:nameValueParam>

                    </parameter>

           </interceptor>

        </pips>

   
 <pdps>

           
<interceptor name="coord:issrg.coordination.authz.pdp.Coordinator">




<parameter>

                        <param:nameValueParam>

                            <param:parameter name="coordination-database-service" value="https://129.12.16.148:8443/wsrf/services/org/globus/services/core/coord"/>





 <param:parameter name="actual-pdp-class" value="issrg.coordination.authz.pdp.PermisPDP"/>

                            <param:parameter name="access-control-policy" value="/home/policy/permis/policyForTest1.xml"/>

                            <!--param:parameter name="actual-pdp-configuration" value="/home/policy/permis/policyForTest1.xml"/-->

                            <param:parameter name="coordinator-security-descriptor" value="/home/coordination/security-config.xml"/>





 <param:parameter name="coordinator-identity" value="Coord-"/>

                        </param:nameValueParam>

                    </parameter>

           </interceptor>

        </pdps>

    </authzChain>

    <credential>

       <cert-key-files>

              <key-file value="/home/sslcert/private/service1-key.pem"/>

              <cert-file value="/home/sslcert/service1-cert.pem"/>

       </cert-key-files>

   </credential>

</serviceSecurityConfig>

The above security descriptor specifies that this service uses GSI security conversation as the authentication method to authenticate users; it has the key file /home/sslcert/private/service1-key.pem and certificate file /home/sslcert/service1-cert.pem. The key and certificate file were created by using any CA installed in the machine, which hosts the grid service. The <authzChain> element defines a set of custom PIP/PDPs. Each PIP or PDP is identified by its java class name. There is a score name in front of the class name to differentiate between instances of the same PIP or PDP. For example, issrg.coordination.authz.pdp.Coordinator is a PDP, whose score is coord. , issrg.coordination.authz.pip.ParameterPIP,  issrg.coordination.authz.pip.ActionPIP, issrg.coordination.authz.pip.SubjectPIP, issrg.coordination.authz.pip.ResourcePIP and issrg.coordination.authz.pip.EnvironmentPIP are PIPs. The order of these PIP/PDP classes appear in the configuration decides the order that they are called when a user’s request to this service is submitted. 
Each PIP/PDP is configured by its <parameter> element so that these parameters can be picked up by the PIP/PDP in its initialisation time. For example, the Coordinator will be initialised with the following parameters:

actual-pdp-class ="issrg.coordination.authz.pdp.PermisPDP"

access-control-policy="/home/policy/permis/policyForTest1.xml"

coordinator-security-descriptor="/home/coordination/security-config.xml"

coordinator-identity="Coord1-"
coordination-database-service="https://129.12.16.148:8443/wsrf/services/.../coord"/>

In the above example, the Permis PDP is configured with the policy file at /home/policy/permis/policyForTest1.xml. In addition, the PDP can be configured by a configuration file. In this case, the parameter actual-pdp-configuration should be used. For example, <param:parameter name="actual-pdp-configuration" value="/home/policy/permis/init.bat"/> is telling the PDP is configured by the file /home/policy/permis/init.bat. A Permis configuration file is a text file, which specifies the details about constructing the PERMIS PDP.

An example PERMIS PDP configuration file is

ini: soa=cn=A Permis Test User,o=permis,c=gb

...: oid=1.2.3.4
...: rootca=/home/ac/grid-cacert.cer

...: ac=/home/policy/permis/policyForCoordService.ace

...: ac=/home/ac/coordinator.ace

...: pkc=/home/ac/coordinator-cert.cer
...: init
If the policy and ACs are stored in a LDAP server, the configuration file may look like

ini: soa=cn=root,ou=GlobusTest,o=Grid

...: oid=1.2.3.4

...: rootca=/home/ac/grid-cacert.cer

...: pkcattribute=userCertificate;binary

...: acattribute=attributeCertificateAttribute

...: url=ldap://129.12.16.148/

...: init

The custom configuration file can be considered as a bat file. Each line in this file is a command, which will be executed by the the PDP’s (or PIP) initialise process. The general format of the command is ini: var = val , which denotes an assignment. It assigns the value val to the variable var. The variable in a command line can be soa, oid, rootca, url, pkc and ac. The command ini:init starts the construction process, which uses the above variables to construct the PDP (or PIP)

If an XACML PDP is chosen as the actual PDP, only the access-control-policy parameter is used to configure it. If the PDP needs multiple policies, the value attribute in the <param:parameter> tag can contain multiple values separated by a space. For example, 
<param:parameter name="access-control-policy" value="/home/policy/xacml/xacml1.xml  /home/policy/xacml/xacml2.xml” />

Since the Coordinator is a client of the coordination database service, it needs a client security descriptor. A client security descriptor is an XML file, which is defined in the coordinator-security-descriptor parameter. An example client security descriptor for the Coordinator is as follows.
<clientSecurityConfig xmlns="http://www.globus.org/security/descriptor/client">

   <GSISecureConversation>

         <integrity/>

   </GSISecureConversation>

   <authz value="none"/>

   <credential>

       <cert-key-files>

            <key-file value="/home/sslcert/private/user2-key.pem"/>

            <cert-file value="/home/sslcert/user2-cert.pem"/>

       </cert-key-files>

   </credential>

</clientSecurityConfig>

In order to know which Coordinator calls the coordination service, the coordinator-identity parameter is set. This parameter value and a serial number are used to identify a transaction, which takes place on the coordination database. The parameter coordination-database-service indicates which coordination service is used.

Since the subject PIP provided in this release is actually the PERMIS CVS, it can be constructed in the same way as the PERMIS PDP but only support configuration file. For example, it may be configured using the file /home/pip/init.pip.
Note that these custom PIPs are optional. If the user does not wish to use them in the authorisation framework, then he just simply removes the corresponding entries from the security descriptor. 
The ParameterPIP is provided by GT4. It collects action parameters according to a parameter configuration. 
The parameter configuration file is defined in the form of , 
serviceURL operationName parameterPath

serviceURL operationName parameterPath

……

For example

https://129.12.16.150:8443/wsrf/services/org/globus/services/core/atm withdraw {http://www.globus.org/namespaces/core/ATMService_instance}pounds
(Note that it must be in the same line. Details of parameter configuration can be found at http://www.globus.org/toolkit/docs/development/4.2-drafts/security/authzframe/authzframe-pip.html#authzframe-pip-parameter)
If the ParameterPIP is used, then the action PIP must be used to complete the action attribute collection. The action PIP has to be configured with the “data-types” parameter. The values of the parameter define what data types of the collected action parameters are. The number of parameters, which are collected by the ParameterPIP, should be the same as the number of values defined in the value attribute. Each value is separated by a space. For example, 
<param:parameter name="data-types"
           value="http://www.w3.org/2001/XMLSchema#integer 
                       http://www.w3.org/2001/XMLSchema#string"/>

(Note that the value of the value attribute should be in the same line. There is a space between http://www.w3.org/2001/XMLSchema#integer and            http://www.w3.org/2001/XMLSchema#string.)
Each data type is represented as an XACML data type. The order of the data types appear in the value attribute depends on the order of their action parameters in the parameter configuration.

If the given grid service does not need to be coordinated, it can be protected by using the PERMIS or XACML PDP only. In this case, the security descriptor of the grid service might look like:

<serviceSecurityConfig xmlns="http://www.globus.org/security/descriptor/service" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="http://www.globus.org/security/descriptor name_value_type.xsd" xmlns:param="http://www.globus.org/security/descriptor">

    <auth-method>

        <GSISecureConversation/>        

    </auth-method>

    <authzChain>

        <pips>

           <interceptor name="parameter:org.globus.wsrf.impl.security.authorization.ParameterPIP">




<parameter>

                        <param:nameValueParam>

                            <param:parameter name="parameterConfig" value="/home/action/atm/parameter.txt"/>

                        </param:nameValueParam>

                    </parameter>

           </interceptor>


    <interceptor name="env:issrg.coordination.authz.pip.EnvironmentPIP">




<parameter>

                        <param:nameValueParam>

                            <param:parameter name="environment-pip-identity" value="E-"/>

                        </param:nameValueParam>

                    </parameter>

           </interceptor>

           <interceptor name="resource:issrg.coordination.authz.pip.ResourcePIP">




<parameter>

                        <param:nameValueParam>

                            <param:parameter name="resource-pip-identity" value="R-"/>

                        </param:nameValueParam>

                    </parameter>

           </interceptor>


    <interceptor name="subject:issrg.coordination.authz.pip.SubjectPIP">




<parameter>

                        <param:nameValueParam>

                            <param:parameter name="cvs-config" value="/home/pip/init.pip"/>

                            <param:parameter name="subject-pip-identity" value="S-"/>

                        </param:nameValueParam>

                    </parameter>

           </interceptor>


    <interceptor name="action:issrg.coordination.authz.pip.ActionPIP">




<parameter>

                        <param:nameValueParam>

                            <param:parameter name="data-types" value="http://www.w3.org/2001/XMLSchema#integer"/>

                            <param:parameter name="action-pip-identity" value="A-"/>

                        </param:nameValueParam>

                    </parameter>

           </interceptor>

        </pips>

   
 <pdps>

           
<interceptor name="permis:issrg.coordination.authz.pdp.PermisPDP">




<parameter>

                        <param:nameValueParam>

                            <param:parameter name="access-control-policy" value="/home/policy/permis/policyForATMServiceNoCoord.xml"/>





 <param:parameter name="permis-pdp-identity" value="PERMIS-"/>

                        </param:nameValueParam>

                    </parameter>

           </interceptor>

        </pdps>

    </authzChain>

    <credential>

       <cert-key-files>

              <key-file value="/home/sslcert/private/service1-key.pem"/>

              <cert-file value="/home/sslcert/service1-cert.pem"/>

       </cert-key-files>

   </credential>

</serviceSecurityConfig>
The above configuration assumes the grid service is protected by the PERMIS PDP.
5. Configuration of Java Client
Any java client, which invokes a protected service, has to be configured with a client security descriptor. This security descriptor is referred by java code in the way of
EndpointReferenceType endpoint = new EndpointReferenceType();

endpoint.setAddress(new Address(serviceURL));

AnyPortType any = locator.getAnyPortTypePort(endpoint);

ClientSecurityDescriptor desc =

   new ClientSecurityDescriptor(CLIENT_DESC);

((Stub)any).setProperty(Constants.CLIENT_DESCRIPTOR, desc);
Where, serviceURL indicates the address of the grid service, which is represented as an AnyPortType object i.e. any. The actual port type class name is defined by the service wsdl. For example, the ATM service has the port type ATMPortType. The argument CLIENT_DESC defines the client security descriptor. 
Following these statements, any method defined in the grid service can be called in the way of
try {

         any.act(obj); 
} catch (Exception e) {

         e.printStackTrace();

}

act is assumed as the method name, which is defined by the service. The method act receives obj as its argument. The type of the argument obj is also specified in the service’s wsdl. 

If the action PIP is configured in the authorisation chain then a set of action attributes in the format of XACML request context will be passed into a PDP. The attribute urn:oasis:names:tc:xacml:1.0:action:action-id will have the value act. If it has parameters, says p1=10 and p2="hello", the context will contain other two action attributes, i.e. globus:p1 and globus:p2, which have the value 10 and "hello".

6. Attributes

6.1. Subject Attributes
The subject PIP must return the attribute urn:oasis:names:tc:xacml:1.0:subject:subject-id, which has the subject DN from the user’s certificate e.g. CN=user, OU=GlobusTest, O=Grid as its value.
It may return other attributes, such as permis:permisRole. Note that any other subject attribute has the prefix permis to indicate the attribute is from the PERMIS CVS. All of the subject attributes are http://www.w3.org/2001/XMLSchema#string type, which is a standard OASIS data type.
6.2. Action Attributes

The action PIP must return the attribute urn:oasis:names:tc:xacml:1.0:action:action-id, which has the same value as the method name. This attribute is http://www.w3.org/2001/XMLSchema#string type.

It may return other attributes such as globus:pounds, where the local name depends on the service’s wsdl. These attributes can have an OASIS data type, which is compatible to the data type defined in the wsdl. If a data type in the wsdl, which is not compatible to any OASIS one, is encountered, an exception will be thrown. Note that every action parameter attribute has the globus as its prefix.
6.3. Resource Attributes

The resource PIP must return the attribute urn:oasis:names:tc:xacml:1.0:resource:resource-id, which has the service URL such as https://issrg-testbed.cs.kent.ac.uk:8443//wsrf/services/org/globus/services/core/atm. This resource attribute is http://www.w3.org/2001/XMLSchema#string type.

6.4. Environment Attributes

The environment PIP always returns three attributes i.e. urn:oasis:names:tc:xacml:1.0:environment:current-time, urn:oasis:names:tc:xacml:1.0:environment:current-date and urn:oasis:names:tc:xacml:1.0:environment:current-dateTime, which have those data types http://www.w3.org/2001/XMLSchema#time, http://www.w3.org/2001/XMLSchema#date and http://www.w3.org/2001/XMLSchema#dateTime respectively. These attributes represent the current time, date and data/time when the environment PIP is called.
6.5. Coordination Attributes

Coordination attributes are collected inside of the Coordinator. Each coordination attribute is identified by its local name, Therefore, for example, x:balance[urn:oasis:names:tc:xacml:1.0:subject:subject-id(S)] and y: balance[urn:oasis:names:tc:xacml:1.0:subject:subject-id(S)] refer to the same attribute. A coordination attribute can have the data type http://www.w3.org/2001/XMLSchema#string, http://www.w3.org/2001/XMLSchema#integer or http://www.w3.org/2001/XMLSchema#double. The defining (or called imbedded) attributes of a coordination attribute if any could be any subject, resource, action and environment attribute.

For example, the coordination attribute balance[permis:permisRole(S),urn:oasis:names:tc:xacml:1.0:environment:current-date(E)] is defined by the subject permis:permisRole and the environment attribute urn:oasis:names:tc:xacml:1.0:environment:current-date. The defining attributes may have an OASIS data type, which is compatible to MySQL INT, DOUBLE or TEXT.
6.6. Policy Attributes

Those attributes mentioned in the above can be attributes involved in an access control policy. If an XACML policy is used then each attribute in the policy appears as the same as it is returned from a custom PIP. Since XACML PDP only accepts the attribute with the URI format, each attribute in the policy must have a prefix.

If a PERMIS policy is used then the attributes in the policy may be different to the attributes returned from the PIPs in terms of the name and data type. The rules for writing an appropriate PERMIS policy are as follows:
(1) Any subject attribute, which is not a defining attribute for a coordination attribute and is not the attribute urn:oasis:names:tc:xacml:1.0:subject:subject-id, will be used in the policy as its local name. For example, the attribute permis:permisRole will be used in the PERMIS policy as permisRole.

(2)  Any action attribute, which is not a defining attribute for a coordination attribute, will be used in the action policy in its local name. For example, the attribute globus:pounds will be used in the policy as pounds t (i.e. as a parameter name). The data type http://www.w3.org/2001/XMLSchema#double, http://www.w3.org/2001/XMLSchema#integer or http://www.w3.org/2001/XMLSchema#string will be addressed as Double, Integer or String in the PERMIS policy respectively. The data type http://www.w3.org/2001/XMLSchema#date, http://www.w3.org/2001/XMLSchema#time or http://www.w3.org/2001/XMLSchema#dateTime will be addressed as time in the PERMIS policy.
(3) The attribute urn:oasis:names:tc:xacml:1.0:environment:current-time can be used as the time environment in the policy condition. The attribute urn:oasis:names:tc:xacml:1.0:environment:current-date can be used as the date environment.

(4) A coordination attribute is always addressed in the PERMIS policy in its local name i.e. without any prefix.
7. Access Control Policy
The access control policy for coordinating user’s requests to grid services must use coordination attributes. If coordination is not needed, the actual PDP will replace the Coordinator and it is configured in the same way as the Coordinator.
How to formulate a correct policy is still an open issue. Syntactic correctness can be ensured by using appropriate policy write tool or using some policy parser to verify it. However, semantic correctness depends on how precisely the policy conforms to the access control requirement. This section intends to guide users to create a simple coordination policy so that the previous decision makings may affect the current one.

This user guide assumes that the user has been asked to create a policy for the use of a group of big computers (“Dirac”) to perform simulations of the behaviour of materials under unusual situations. The basic aspects of the policy should be who can use Dirac for what. For example, the policy states “to let guests in the Chemistry Department use Dirac to watch simulations, to let Chemistry’s researchers start and stop simulations, providing they do not use more than 1 hour of simulation time per day, as well as watch the simulations.”
This user guide assumes the simulations are provided as a grid service. Each service has at least those three methods i.e. watch, start and stop, which are required in the example policy. The watch and start method have a single argument, which states how long this action lasts in minutes. For example, a user’s reguest to watch a simulation for 20 minutes can be submitted via a java client by calling watch(20).
Regarding the policy, at least one subject attribute i.e. role is needed, which may have the value guest or researcher. Two action attributes i.e. type and minutes are required. The attribute type may have the value watch, start and stop. The attribute minutes will have an integer value to indicate how many minutes the operation lasts. The coordination attribute, namely credit[role(S),date(E)], is used to hold the time credit for each role and per day. The data type of this coordination attribute is integer, which initially is assigned with 60 (i.e. 1 hour). Note that coordination attributes are regarded as environment attributes in both the PERMIS and XACML policy.

In the abstract level, this policy can be represented as 
role(S)=guest .AND. type(A)=watch .AND. minutes(A)<= credit[role(S),date(E)]

obligations: credit[role(S),date(E)]:= credit[role(S),date(E)]-minutes(A)

.OR.

role(S)=researcher .AND. (type(A)=watch .OR. type(A)=start) .AND. minutes(A)<= credit[role(S),date(E)]

obligations: credit[role(S),date(E)]:= credit[role(S),date(E)]-minutes(A)

.OR. 

role(S)=researcher .AND. type(A)=stop

7.1. Create PERMIS policy

Users are suggested to use the PERMIS Policy Editor to write a PERMIS policy if the Coordinator uses the PERMIS PDP as the actual PDP. Details about installation and usage of the editor can be found at http://sec.cs.kent.ac.uk/permis/downloads/Level1/policy.shtml.

Note that the user has to follow the PERMIS attribute standard to rename some attribute mentioned in the above. For example, permis:permisRole is used in the policy instate of role(S). Therefore, the coordination attribute in the policy will be named as credit[permis:permisRole(S), urn:oasis:names:tc:xacml:1.0:environment:current-date(E)]. That urn:oasis:names:tc:xacml:1.0:environment:current-date(E) is used instead of date(E) is because the environment PIP returns three XACML standard environment attributes, which includes urn:oasis:names:tc:xacml:1.0:environment:current-date.
Note that the current editor can not write obligations. The user has to write the obligations in XACML format and past them into the PERMIS policy manually.
The complete PERMIS policy for the above access control requirement may be as follows. This policy is included in the release package as a testing policy.
<?xml version="1.0" encoding="UTF-8"?>

<!-- edited with XMLSPY v5 rel. 4 U (http://www.xmlspy.com) by o (u) -->

<!--Sample XML file generated by XMLSPY v5 rel. 4 U (http://www.xmlspy.com)-->

<!DOCTYPE X.509_PMI_RBAC_Policy><!--  SYSTEM "C:\Documents and Settings\Administrador\Mis documentos\Research\Salford\PERMIS\policy9.dtd" -->

<X.509_PMI_RBAC_Policy OID="1.2.3.4">


<SubjectPolicy>



<SubjectDomainSpec ID="grid">




<Include LDAPDN=""/>





</SubjectDomainSpec>


</SubjectPolicy>


<RoleHierarchyPolicy>



<RoleSpec OID="1.2.826.0.1.3344810.1.1.14" Type="permisRole">




<SupRole Value="researcher"/>




<SupRole Value="guest"/>



</RoleSpec>


</RoleHierarchyPolicy>


<SOAPolicy>



<SOASpec ID="SOA" LDAPDN="cn=A Permis Test User, o=permis,c=GB"/>


</SOAPolicy>


<RoleAssignmentPolicy>



<RoleAssignment>




<SubjectDomain ID="grid"/>




<RoleList>





<Role Type="permisRole" Value="researcher"/>





<Role Type="permisRole" Value="guest"/>




</RoleList>




<Delegate />




<SOA ID="SOA"/>




<Validity>





<Absolute Start="2004-06-10" End="2007-08-27"/>








</Validity>



</RoleAssignment>


</RoleAssignmentPolicy>


<TargetPolicy>



<TargetDomainSpec ID="simulation">




<Include URL="http://129.12.16.148:8080/wsrf/services/org/globus/services/core/test"/>



</TargetDomainSpec>


</TargetPolicy>


<ActionPolicy>



<Action Args="watchMinutes" Name="watch"/>



<Action Args="startMinutes" Name="start"/>



<Action Args="" Name="stop"/>


</ActionPolicy>


<TargetAccessPolicy>



<TargetAccess>




<RoleList>





<Role Type="permisRole" Value="guest"/>




</RoleList>




<TargetList>





<Target Actions="watch">






<TargetDomain ID="simulation"/>





</Target>




</TargetList>




<IF>





<LE>






<Arg Name="watchMinutes" Type="Integer"/>






<Environment Parameter="credit[permis:permisRole(S),urn:oasis:names:tc:xacml:1.0:environment:current-date(E)]" Type="Integer"/>





</LE>




</IF>

<Obligations>

<Obligation ObligationId="issrg:coordination:obligation:Engine" FulfillOn="Permit" Chronicle="before">

<AttributeAssignment AttributeId="credit[permis:permisRole(S),urn:oasis:names:tc:xacml:1.0:environment:current-date(E)]" DataType="http://www.w3.org/2001/XMLSchema#string">&lt;Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-subtract"&gt;&lt;Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-one-and-only"&gt;&lt;EnvironmentAttributeDesignator AttributeId="credit[permis:permisRole(S),urn:oasis:names:tc:xacml:1.0:environment:current-date(E)]" DataType="http://www.w3.org/2001/XMLSchema#integer"/&gt;&lt;/Apply&gt;&lt;Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-one-and-only"&gt;&lt;ActionAttributeDesignator AttributeId="globus:watchMinutes" DataType="http://www.w3.org/2001/XMLSchema#integer"/&gt;&lt;/Apply&gt;&lt;/Apply&gt;</AttributeAssignment>

</Obligation>

</Obligations>



</TargetAccess>



<TargetAccess>




<RoleList>





<Role Type="permisRole" Value="researcher"/>




</RoleList>




<TargetList>





<Target Actions="watch">






<TargetDomain ID="simulation"/>





</Target>




</TargetList>




<IF>





<LE>






<Arg Name="watchMinutes" Type="Integer"/>






<Environment Parameter="credit[permis:permisRole(S),urn:oasis:names:tc:xacml:1.0:environment:current-date(E)]" Type="Integer"/>





</LE>




</IF>

<Obligations>

<Obligation ObligationId=" uk:ac:kent:dpa:obligation:coordination:Engine " FulfillOn="Permit" Chronicle="before">

<AttributeAssignment AttributeId="credit[permis:permisRole(S),urn:oasis:names:tc:xacml:1.0:environment:current-date(E)]" DataType="http://www.w3.org/2001/XMLSchema#string">&lt;Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-subtract"&gt;&lt;Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-one-and-only"&gt;&lt;EnvironmentAttributeDesignator AttributeId="credit[permis:permisRole(S),urn:oasis:names:tc:xacml:1.0:environment:current-date(E)]" DataType="http://www.w3.org/2001/XMLSchema#integer"/&gt;&lt;/Apply&gt;&lt;Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-one-and-only"&gt;&lt;ActionAttributeDesignator AttributeId="globus:watchMinutes" DataType="http://www.w3.org/2001/XMLSchema#integer"/&gt;&lt;/Apply&gt;&lt;/Apply&gt;</AttributeAssignment>

</Obligation>

</Obligations>



</TargetAccess>



<TargetAccess>




<RoleList>





<Role Type="permisRole" Value="researcher"/>




</RoleList>




<TargetList>





<Target Actions="start">






<TargetDomain ID="simulation"/>





</Target>




</TargetList>




<IF>





<LE>






<Arg Name="startMinutes" Type="Integer"/>






<Environment Parameter="credit[permis:permisRole(S),urn:oasis:names:tc:xacml:1.0:environment:current-date(E)]" Type="Integer"/>





</LE>




</IF>

<Obligations>

<Obligation ObligationId=" uk:ac:kent:dpa:obligation:coordination:Engine " FulfillOn="Permit" Chronicle="before">

<AttributeAssignment AttributeId="credit[permis:permisRole(S),urn:oasis:names:tc:xacml:1.0:environment:current-date(E)]" DataType="http://www.w3.org/2001/XMLSchema#string">&lt;Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-subtract"&gt;&lt;Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-one-and-only"&gt;&lt;EnvironmentAttributeDesignator AttributeId="credit[permis:permisRole(S),urn:oasis:names:tc:xacml:1.0:environment:current-date(E)]" DataType="http://www.w3.org/2001/XMLSchema#integer"/&gt;&lt;/Apply&gt;&lt;Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-one-and-only"&gt;&lt;ActionAttributeDesignator AttributeId="globus:startMinutes" DataType="http://www.w3.org/2001/XMLSchema#integer"/&gt;&lt;/Apply&gt;&lt;/Apply&gt;</AttributeAssignment>

</Obligation>

</Obligations>



</TargetAccess>



<TargetAccess>




<RoleList>





<Role Type="permisRole" Value="researcher"/>




</RoleList>




<TargetList>





<Target Actions="stop">






<TargetDomain ID="simulation"/>





</Target>




</TargetList>



</TargetAccess>


</TargetAccessPolicy>

</X.509_PMI_RBAC_Policy>
The user guide also assumes there are two accounts for using Dirac, which are represented by two different security descriptors. The certificates specified by the descriptors should have different subject DNs, which refer to different ACs.

In order to return the permisRole from the subject PIP, the user needs to create two ACs. One has the attribute permisRole with the value guest, and the other has the attribute permisRole with the value researcher.
Users can use the PERMIS ACM tool (download from http://sec.cs.kent.ac.uk/permis/downloads/Level1/acm.shtml) to create an attribute certificate. Using the same tool, the user can also create a policy certificate. Assuming the user has created three certificates files i.e. test1.ace (permisRole=guest), test2.ace (permisRole=researcher) and mypolicy.ace, then he needs to create a custom configuration file says /home/pip/init.cfg, which include
ini: soa=cn=A Permis Test User,o=permis,c=gb

...: oid=1.2.3.4
...: ac=/home/policy/permis/mypolicy.ace

...: ac=/home/pip/test1.ace
...: ac=/home/pip/test2.ace

...: init
These files as the examples are included in the release package. They may need to be modified because the actual DN returned from the user’s machine may be different to the examples. The above configuration file can be used to configure the Coordinator, subject and resource PIP for the acceptance test.

7.2. Write an XACML policy

On the basis of the access control requirement and the attributes returned from the subject, action and environment PIP, the user can write an XACML policy. 
<?xml version="1.0" encoding="UTF-8"?>

<PolicySet xmlns="urn:oasis:names:tc:xacml:2.0:policy:schema:os"


xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:policy:schema:os http://docs.oasis-open.org/xacml/access_control-xacml-2.0-policy-schema-os.xsd"


PolicySetId="urn:oasis:names:tc:xacml:2.0:example:policysetid:1"


PolicyCombiningAlgId="urn:oasis:names:tc:xacml:1.0:policy-combining-algorithm:permit-overrides">

<Description>policy set for GT4 demo</Description>

<Target>

<Resources>

<Resource>

<ResourceMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<ResourceAttributeDesignator AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id" DataType="http://www.w3.org/2001/XMLSchema#string"/>

<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string">http://129.12.16.148:8080/wsrf/services/org/globus/services/core/test</AttributeValue>

</ResourceMatch>

</Resource>

</Resources>

</Target>

<Policy PolicyId="urn:oasis:names:tc:1" RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:deny-overrides">

<Description>This is an access control policy created by DPA 2.0</Description>

<PolicyDefaults>

<XPathVersion>http://www.w3.org/TR/1999/Rec-xpath-19991116</XPathVersion>

</PolicyDefaults>

<Target/>

<Rule RuleId="urn:oasis:names:tc:xacml:2.0:Rule1" Effect="Permit">

<Target>

<Subjects>

<Subject>

<SubjectMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<SubjectAttributeDesignator AttributeId="permis:permisRole" DataType="http://www.w3.org/2001/XMLSchema#string"/>

<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string">guest</AttributeValue>

</SubjectMatch>

</Subject>

</Subjects>

<Actions>

<Action>

<ActionMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<ActionAttributeDesignator AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id" DataType="http://www.w3.org/2001/XMLSchema#string"/>

<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string">watch</AttributeValue>

</ActionMatch>

</Action>

</Actions>

</Target>

<Condition FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-greater-than-or-equal">

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-one-and-only">

<EnvironmentAttributeDesignator AttributeId="globus:credit[permis:permisRole(S),urn:oasis:names:tc:xacml:1.0:environment:current-date(E)]" DataType="http://www.w3.org/2001/XMLSchema#integer"/>

</Apply>

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-one-and-only">

<ActionAttributeDesignator AttributeId="globus:watchMinutes" DataType="http://www.w3.org/2001/XMLSchema#integer"/>

</Apply>

</Condition>

</Rule>

<Obligations>

<Obligation ObligationId="issrg:coordination:obligation:Engine:chronicle:before" FulfillOn="Permit">

<AttributeAssignment AttributeId="globus:credit[permis:permisRole(S),urn:oasis:names:tc:xacml:1.0:environment:current-date(E)]" DataType="http://www.w3.org/2001/XMLSchema#string">&lt;Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-subtract"&gt;&lt;Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-one-and-only"&gt;&lt;EnvironmentAttributeDesignator AttributeId="globus:credit[permis:permisRole(S),urn:oasis:names:tc:xacml:1.0:environment:current-date(E)]" DataType="http://www.w3.org/2001/XMLSchema#integer"/&gt;&lt;/Apply&gt;&lt;Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-one-and-only"&gt;&lt;ActionAttributeDesignator AttributeId="globus:watchMinutes" DataType="http://www.w3.org/2001/XMLSchema#integer"/&gt;&lt;/Apply&gt;&lt;/Apply&gt;</AttributeAssignment>

</Obligation>

</Obligations>

</Policy>

<Policy PolicyId="urn:oasis:names:tc:2" RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:deny-overrides">

<Description>This is an access control policy created by DPA 2.0</Description>

<PolicyDefaults>

<XPathVersion>http://www.w3.org/TR/1999/Rec-xpath-19991116</XPathVersion>

</PolicyDefaults>

<Target/>

<Rule RuleId="urn:oasis:names:tc:xacml:2.0:Rule1" Effect="Permit">

<Target>

<Subjects>

<Subject>

<SubjectMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<SubjectAttributeDesignator AttributeId="permis:permisRole" DataType="http://www.w3.org/2001/XMLSchema#string"/>

<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string">researcher</AttributeValue>

</SubjectMatch>

</Subject>

</Subjects>

<Actions>

<Action>

<ActionMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<ActionAttributeDesignator AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id" DataType="http://www.w3.org/2001/XMLSchema#string"/>

<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string">watch</AttributeValue>

</ActionMatch>

</Action>

</Actions>

</Target>

<Condition FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-greater-than-or-equal">

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-one-and-only">

<EnvironmentAttributeDesignator AttributeId="globus:credit[permis:permisRole(S),urn:oasis:names:tc:xacml:1.0:environment:current-date(E)]" DataType="http://www.w3.org/2001/XMLSchema#integer"/>

</Apply>

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-one-and-only">

<ActionAttributeDesignator AttributeId="globus:watchMinutes" DataType="http://www.w3.org/2001/XMLSchema#integer"/>

</Apply>

</Condition>

</Rule>

<Obligations>

<Obligation ObligationId="issrg:coordination:obligation:Engine:chronicle:before" FulfillOn="Permit" >

<AttributeAssignment AttributeId="globus:credit[permis:permisRole(S),urn:oasis:names:tc:xacml:1.0:environment:current-date(E)]" DataType="http://www.w3.org/2001/XMLSchema#string">&lt;Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-subtract"&gt;&lt;Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-one-and-only"&gt;&lt;EnvironmentAttributeDesignator AttributeId="globus:credit[permis:permisRole(S),urn:oasis:names:tc:xacml:1.0:environment:current-date(E)]" DataType="http://www.w3.org/2001/XMLSchema#integer"/&gt;&lt;/Apply&gt;&lt;Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-one-and-only"&gt;&lt;ActionAttributeDesignator AttributeId="globus:watchMinutes" DataType="http://www.w3.org/2001/XMLSchema#integer"/&gt;&lt;/Apply&gt;&lt;/Apply&gt;</AttributeAssignment>

</Obligation>

</Obligations>

</Policy>

<Policy PolicyId="urn:oasis:names:tc:3" RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:deny-overrides">

<Description>This is an access control policy created by DPA 2.0</Description>

<PolicyDefaults>

<XPathVersion>http://www.w3.org/TR/1999/Rec-xpath-19991116</XPathVersion>

</PolicyDefaults>

<Target/>

<Rule RuleId="urn:oasis:names:tc:xacml:2.0:Rule1" Effect="Permit">

<Target>

<Subjects>

<Subject>

<SubjectMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<SubjectAttributeDesignator AttributeId="permis:permisRole" DataType="http://www.w3.org/2001/XMLSchema#string"/>

<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string">researcher</AttributeValue>

</SubjectMatch>

</Subject>

</Subjects>

<Actions>

<Action>

<ActionMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<ActionAttributeDesignator AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id" DataType="http://www.w3.org/2001/XMLSchema#string"/>

<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string">start</AttributeValue>

</ActionMatch>

</Action>

</Actions>

</Target>

<Condition FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-greater-than-or-equal">

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-one-and-only">

<EnvironmentAttributeDesignator AttributeId="globus:credit[permis:permisRole(S),urn:oasis:names:tc:xacml:1.0:environment:current-date(E)]" DataType="http://www.w3.org/2001/XMLSchema#integer"/>

</Apply>

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-one-and-only">

<ActionAttributeDesignator AttributeId="globus:startMinutes" DataType="http://www.w3.org/2001/XMLSchema#integer"/>

</Apply>

</Condition>

</Rule>

<Obligations>

<Obligation ObligationId="issrg:coordination:Engine:chronicle:before" FulfillOn="Permit">

<AttributeAssignment AttributeId="globus:credit[permis:permisRole(S),urn:oasis:names:tc:xacml:1.0:environment:current-date(E)]" DataType="http://www.w3.org/2001/XMLSchema#string">&lt;Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-subtract"&gt;&lt;Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-one-and-only"&gt;&lt;EnvironmentAttributeDesignator AttributeId="globus:credit[permis:permisRole(S),urn:oasis:names:tc:xacml:1.0:environment:current-date(E)]" DataType="http://www.w3.org/2001/XMLSchema#integer"/&gt;&lt;/Apply&gt;&lt;Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-one-and-only"&gt;&lt;ActionAttributeDesignator AttributeId="globus:startMinutes" DataType="http://www.w3.org/2001/XMLSchema#integer"/&gt;&lt;/Apply&gt;&lt;/Apply&gt;</AttributeAssignment>

</Obligation>

</Obligations>

</Policy>

<Policy PolicyId="urn:oasis:names:tc:4" RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:deny-overrides">

<Description>This is an access control policy created by DPA 2.0</Description>

<PolicyDefaults>

<XPathVersion>http://www.w3.org/TR/1999/Rec-xpath-19991116</XPathVersion>

</PolicyDefaults>

<Target/>

<Rule RuleId="urn:oasis:names:tc:xacml:2.0:Rule1" Effect="Permit">

<Target>

<Subjects>

<Subject>

<SubjectMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<SubjectAttributeDesignator AttributeId="permis:permisRole" DataType="http://www.w3.org/2001/XMLSchema#string"/>

<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string">researcher</AttributeValue>

</SubjectMatch>

</Subject>

</Subjects>

<Actions>

<Action>

<ActionMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<ActionAttributeDesignator AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id" DataType="http://www.w3.org/2001/XMLSchema#string"/>

<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string">stop</AttributeValue>

</ActionMatch>

</Action>

</Actions>

</Target>

</Rule>

</Policy>

</PolicySet>

8. Deploy Testing Services

If a user wants to run the acceptance test, then he has to deploy the following testing services, namely, the chemical reaction simulation service (CRS), ATM service, and management service. These testing services are provided as those gar files: org_globus_services_core_test.gar, org_globus_services_core_atm.gar and org_globus_services_core_manager.gar. These services can be deployed into the same machine or different ones. If the user wants to run the acceptance test 2, he should deploy these services into separate machines so that he can exercise using proxy certificates and trusted CA certificates. Note that the management service (e.g. http://yourhost:8080/wsrf/services/org/globus/services/core/manager) is a client to the CRS and ATM service, which can be protected by the Coordinator. Note that these testing services are only used for testing the coordination database service,  Coordinator and PIPs. The management service is not necessary to be deployed if the user wishes to write his client to call the CRS or ATM service.  The motivation behind accessing a testing service via the management service is to make multiple testers easier to participate the test. Each tester simply needs the client enclosed in this package and runs it from any machine. Some complicated configurations, if needed, would be set on a single machine, which hosts the management service and is shared by the multiple testers. 

9. Acceptance Test 1
In order to accomplish this test, a user should hold at least one attribute certificate, which has a permisRole attribute with value guest or research. This AC must be loaded into the subject PIP so that the permisRole attribute can be obtained. This release package includes two ACs (i.e. test1.ace and test2.ace) and a subject PIP configuration file (i.e. init.cfg) for the above purpose.
9.1. Coordinated authorisation
(1) Deploy three services into the same  GT4 server

globus-deploy-gar $EXAMPLE_DIR/org_globus_services_core_coord.gar

globus-deploy-gar $EXAMPLE_DIR/org_globus_services_core_test.gar

globus-deploy-gar $EXAMPLE_DIR/org_globus_services_core_manager.gar

(2) Initialise the coordination database

The user needs to unzip CAD-Constructor.zip into any directory on any machine, which can be accessed by the GT4 server and copy the file CADDescription.xml into this director.
Make sure the MySQL database server is running before the user run the constructor.

In a console, go to this directory and type in
java –jar createCADTable CADDescriptionForCRS.xml /home/config/DbProperties
where the database configuration file is assumed in /home/config.
(3) Configure the CRS service, which is protected by the PERMIS PDP
Make sure the parameters set in the service wsdd and the security descriptor are the same as the example service wsdd and security descriptor in section 4. However, some parameter value may have different value because the user may save these configuration files in different places. The coordination database service URL may be different to the example. 
The server configuration for the coordination database service should look like

<?xml version="1.0" encoding="UTF-8"?>

<deployment name="defaultServerConfig" 

    xmlns="http://xml.apache.org/axis/wsdd/" 

    xmlns:java="http://xml.apache.org/axis/wsdd/providers/java" 

    xmlns:xsd="http://www.w3.org/2001/XMLSchema">

    <service name="org/globus/services/core/coord" provider="Handler" use="literal" style="document">

        <parameter name="className" value="org.globus.services.core.manager.impl.CoordService"/>

        <wsdlFile>share/schema/CoordService_instance/Coord_service.wsdl</wsdlFile>

        <parameter name="allowedMethods" value="*"/>

        <parameter name="handlerClass" value="org.globus.axis.providers.RPCProvider"/>

        <parameter name="scope" value="Application"/>

        <parameter name="providers" value="GetRPProvider"/>

        <parameter name="loadOnStartup" value="true"/>

    </service>

</deployment>
The server configuration for the manager is similar as the above but it has different service name.
(4) Make sure all of the involved files in the appropriate directory as they are specified
Make sure the custom configuration file, the AC files, the PIP configurations and the action parameter file (i.e. parameterForCRS.txt) in the right place as specified in the service wsdd. Note that a user needs to create at least two client certificates (along with their key files). One is for the Coordinator, says user2key.pem and user2cert.pem. The other is for an end user, says user1key.pem and user1.cert.pem. If the certificates were created by a CA in a different machine, the user has to copy the CA certificate and the signing policy file into the machine that hosts the services. 
Before the user runs the test, it is strongly suggested that the GT4 log service (which is specified in the file $GLOBUS_LOCATION/container-log4j.properties) is set with
log4j.category.org.globus.services.core.coord.impl.CoordService=DEBUG

log4j.category.issrg.coordination.authz.pip.ActionPIP=DEBUG

log4j.category. issrg.coordination.authz.pip.EnvironmentPIP=DEBUG

log4j.category. issrg.coordination.authz.pip.SubjectPIP=DEBUG

log4j.category. issrg.coordination.authz.pip.ResourcePIP=DEBUG

log4j.category.issrg.web.service.PermisWebService=DEBUG

log4j.category. issrg.coordination.authz.pdp.PermisPDP=DEBUG

log4j.category. issrg.coordination.authz.pdp.XacmlPDP=DEBUG

log4j.category. issrg.coordination.authz.pdp.Coordinator=DEBUG

log4j.category.org.globus.services.core.manager.impl.ManagerService=DEBUG

log4j.category.issrg.coordination.context.ContextHandler=DEBUG

log4j.category.issrg.coordination.service.client.CoordClientObject=DEBUG
log4j.category.org.globus.wsrf.impl.security.authorization.ParameterPIP=DEBUG

log4j.category.issrg.coordination.obligation.Engine=DEBUG
log4j.category.uk.ac.kent.dpa.coord.database.DatabaseHandler=DEBUG
so that the user can spot sufficient information to help him finding out configuration errors.

(5) Run the test client

First of all, the user needs to start up the GT4 server by type in

globus-start-container –nosec
The user has to check at least those three services are up from the console where he typed in the command.
[7]: http://129.12.16.150:8080/wsrf/services/ org/globus/services/core/coord
[30]:
http://129.12.16.150:8080/wsrf/services/org/globus/services/core/manager

[53]: http://129.12.16.150:8080/wsrf/services/org/globus/services/core/test

However, there may be some difference because the machine, which hosts these services, may have different IP address to the example. Make sure the wsdd file for the CRS service at $GLOBUS/etc/org_globus_services_core_test/server-config.wsdd has this parameter <parameter name="coord-coordIdentity" value="http://129.12.16.150:8080/wsrf/services/org/globus/services/core/coord"/>

Unzip the file CoordDemo into any directory, go to this directory and type in
java –jar coordTest user operation minutes target manager
The argument user is a path, which tell what security descriptor is used for this user. The user’s security descriptor file is stored in the machine where the management service is held. This is because the management service is the actual client to access the CRS service. This security descriptor includes a public key certificate, which authenticate the user, and a private key file. The subject DN of this certificate must be the same as the holder’s DN of test1.ace or test2.ace. A user may find out the holder’s DN of an AC or create a new attribute certificates by the ACM tool. The argument operation is an action name such as watch, start or stop. The argument minute is a numerical value, which indicates how many minutes the resource will be consumed. The argument target is telling what grid service (e.g. http://129.12.16.150:8080/wsrf/services/org/globus/services/core/test) is requested by the user. Finally the last argument (e.g http://129.12.16.150:8080/wsrf/services/org/globus/services/core/manager) is another grid service, which passes the user’s request to a machine where the management service is held. 
If this request is denied by the coordinated authorisation scheme, this test returns “accesses deny”; otherwise, the message like “watch 10 on http://129.12.16.150:8080/wsrf/services/org/globus/services/core/test” is displayed. By change the date of the system, in which the GT4 server runs, the user can simulate the coordination on the daily basis.

(6) Configure the CRS service with the XACML PDP

By changing the actual-pdp-class in the test service security descriptor, the Coordinator will work with a different actual PDP. 

Make sure to replace issrg.coordination.authz.pdp.PermisPDP with issrg.coordination.authz.pdp.XacmlPDP in the parameter i.e.
<param:parameter name="actaul-pdp-class" …/> and also replace the access control policy with the XACML one. 
(7) Run the test client
This is the same as in (5)

9.2. No coordination 

In order to authorise a user’s reguest with the PERMIS or XACML PDP without the consideration of coordination, the PERMIS and XACML policies need to be changed by simply substituting the coordination attribute with a constant, says 60, and remove the obligations. 
Some example PERMIS and XACML policies are included in the release package. 

(1) Replace the Coordinator with the PERMIS PDP
(2) Modify the configuration
For example, users only need the access-control-policy parameter or actual-pdp-configuration parameter. The permis-pdp-identity parameter is optional.
(3) Run the test client

This is the same as in (5). However, the behaviours of the authorisation scheme is different. For example, a user is allowed to “watch 60 minutes” as many time as he wants. But in the coordinated case, this is only allowed one time per day.  
(4) Replace the PERMIS PDP with the XACML PDP

Make sure the parameter is set in the security descriptor is correct.
(5) Run the test client

This is the same as in (3).

10. Acceptance Test 2

Acceptance test 2 only tests coordinated authorisation with the PERMIS PDP but it uses GSI mutual authentication and LDAP server. Therefore, a user needs use the PERMIS ACM tool to store the coordination policy and ACs. For this test, two ACs are needed. One has “permisRole=person”, which states the role holder has an account in the People’s Bank. The other has “permisRole=Coordinator”, which the Coordinator should held this role. This release package includes these two ACs. However, the user must make sure that the holder’s DN of the certificate must be the same as the subject DN of the corresponding certificate. The subject DNs of grid services’ certificates must be the same as the target DNs in the corresponding PERMIS policies (one for the ATM service, the other for the coordination database service).

Ideally, three machines are needed to host those three services org/globus/services/core/atm, org/globus/services/core/coord and org/globus/services/core/manager.
(1) Deploy the services into the separated user’s testing GT4 servers
globus-deploy-gar $EXAMPLE_DIR/org_globus_services_core_coord.gar

globus-deploy-gar $EXAMPLE_DIR/org_globus_services_core_atm.gar

globus-deploy-gar $EXAMPLE_DIR/org_globus_services_core_manager.gar

(2) Initialise the coordination database

The user needs to unzip CAD-Constructor.zip into any directory on any machine, which can be accessed by the GT4 server that hosts the coordination database service and copy the file CADDescription.xml into this director.

Make sure the MySQL database server is running before the user run the constructor.

In a console, go to this directory and type in

java –jar createCADTable CADDescriptionForATM.xml /home/config/DbProperties

where the database configuration file is assumed in /home/config.

(3) Configure the ATM services, which is protected by the PERMIS PDP

It is similar as 8.3 to configure the CRS service. Make sure the wsdd file for the ATM service (i.e. $GLOBUS/etc/org_globus_services_core_atm/server-config.wsdd) has this parameter <parameter name="coord-coordIdentity" value="https://129.12.16.150:8443/wsrf/services/org/globus/services/core/coord"/>. This is because the coordination database servicemust be securely connected for this test. Make sure the ATM is configured with a coordination PERMIS policy and the subject PIP is configured with a LDAP server. The PERMIS policy allows a “person”  “withdraw”s from "https://129.12.16.150:8443/wsrf/services/org/globus/services/core/atm” not more than 250 pounds on a daily basis. 
The security descriptor of the coordination database service should look like:
<serviceSecurityConfig xmlns="http://www.globus.org/security/descriptor/service" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="http://www.globus.org/security/descriptor name_value_type.xsd" xmlns:param="http://www.globus.org/security/descriptor">

    <auth-method>

        <GSISecureConversation/>        

    </auth-method>

    <authzChain>

        <pips>

           <interceptor name="resource:issrg.coordination.authz.pip.ResourcePIP">



<parameter>

                        <param:nameValueParam>

                            <param:parameter name="resource-pip-identity" value="CR-"/>

                        </param:nameValueParam>

                </parameter>

           </interceptor>


    <interceptor name="subject:issrg.coordination.authz.pip.SubjectPIP">



<parameter>

                        <param:nameValueParam>

                            <param:parameter name="cvs-config" value="/home/pip/init.pip"/>

                            <param:parameter name="subject-pip-identity" value="CS-"/>

                        </param:nameValueParam>

                </parameter>

           </interceptor>


    <interceptor name="action:issrg.coordination.authz.pip.ActionPIP">



<parameter>

                        <param:nameValueParam>

                            <param:parameter name="action-pip-identity" value="CA-"/>

                        </param:nameValueParam>

                </parameter>

           </interceptor>

        </pips>

   
 <pdps>

           <interceptor name="permis:issrg.coordination.authz.pdp.PermisPDP">



<parameter>

                        <param:nameValueParam>

                            <param:parameter name="access-control-policy" value="/home/policy/permis/policyForCoordService.xml"/>



            <param:parameter name="permis-pdp-identity" value="CoordServicePDP-"/>

                        </param:nameValueParam>

                </parameter>

           </interceptor>

        </pdps>

    </authzChain>

    <credential>

       <cert-key-files>

              <key-file value="/home/sslcert/private/service2-key.pem"/>

              <cert-file value="/home/sslcert/service2-cert.pem"/>

       </cert-key-files>

   </credential>

</serviceSecurityConfig>
The subject DN of the service’s certificate must be CN=database,OU=GlobusTest,O=Grid. The subject PIP should be configured with a LDAP server. The init.pip should look like 

ini: soa=cn=root,ou=GlobusTest,o=Grid

...: oid=1.2.3.4

...: rootca=/home/ac/grid-cacert.cer

...: pkcattribute=userCertificate;binary

...: acattribute=attributeCertificateAttribute

...: url=ldap://129.12.16.148/

...: init

The access control policy i.e. policyForCoordService.xml might be like

<?xml version="1.0" encoding="UTF-8"?>

<!-- edited with XMLSPY v5 rel. 4 U (http://www.xmlspy.com) by o (u) -->

<!--Sample XML file generated by XMLSPY v5 rel. 4 U (http://www.xmlspy.com)-->

<!DOCTYPE X.509_PMI_RBAC_Policy><!--  SYSTEM "C:\Documents and Settings\Administrador\Mis documentos\Research\Salford\PERMIS\policy9.dtd" -->

<X.509_PMI_RBAC_Policy OID="1.2.3.4">


<SubjectPolicy>



<SubjectDomainSpec ID="CoordinationPDP">




<Include LDAPDN=""/>





</SubjectDomainSpec>


</SubjectPolicy>


<RoleHierarchyPolicy>



<RoleSpec OID="1.2.826.0.1.3344810.1.1.14" Type="permisRole">




<SupRole Value="Coordinator"/>



</RoleSpec>


</RoleHierarchyPolicy>


<SOAPolicy>



<SOASpec ID="SOA" LDAPDN="cn=A Permis Test User, o=permis,c=GB"/>


</SOAPolicy>


<RoleAssignmentPolicy>



<RoleAssignment>




<SubjectDomain ID="CoordinationPDP"/>




<RoleList>





<Role Type="permisRole" Value="Coordinator"/>




</RoleList>




<Delegate />




<SOA ID="SOA"/>




<Validity>





<Absolute Start="2004-06-10" End="2007-08-27"/





</Validity>



</RoleAssignment>


</RoleAssignmentPolicy>


<TargetPolicy>



<TargetDomainSpec ID="coordinationDatabase">




<Include URL="https://129.12.16.148:/wsrf/services/org/globus/services/core/coord"/>



</TargetDomainSpec>


</TargetPolicy>


<ActionPolicy>



<Action Args="" Name="isCoord"/>



<Action Args="" Name="getAttributeDefinition"/>



<Action Args="" Name="unlock"/>



<Action Args="" Name="get"/>



<Action Args="" Name="set"/>


</ActionPolicy>


<TargetAccessPolicy>



<TargetAccess>




<RoleList>





<Role Type="permisRole" Value="Coordinator"/>




</RoleList>




<TargetList>





<Target Actions="isCoord,getAttributeDefinition,unlock,get,set">






<TargetDomain ID="cordinationDatabase"/>





</Target>




</TargetList>



</TargetAccess>


</TargetAccessPolicy>

</X.509_PMI_RBAC_Policy>
The server configuration for the management service is the same as in the test 1. Please bear in mind, the management service acts as the user client to access the CRS service. Therefore, it will use users’ security descriptors to authenticate to the ATM service and the descriptors must be stored in the same machine as the management service is hold.
Make sure the PERMIS policy, the PIP configurations and the action parameter file (i.e. parameterForATM.txt) in the right place as specified in the service wsdd. 
(4) Create proxy certificates and set trusted CA
Assuming an end user’s certificate is stored at user1key.pem and user1cert.pem, a proxy certificate for the user should be created in the machine where the management service is hold. This is done by typing in the following commands:
export LD_LIBRARY_PATH=$GLOBUS/lib

grid-proxy-init  -key user1key.pem –cert user1cert.pem –hours 240

The above command creates a proxy certificate, which will expire in 10 days.

 Assuming the Coordinator’s certificate is stored at user2key.pem and user2cert.pem, a proxy certificate for the Coordinator should be created in the machine where the ATM service is hold. 

The CA certificate and its signing policy in the machine where the coordination service is hold should be copied into the trusted CA directory in the machine for hosting the ATM service. The CA certificate and its signing policy file in the machine where the ATM service is hold should be copied into the machine for hosting the coordination database service. Similar, this needs to be done between the machines, which host the ATM and management services. The above settings is based on the assumption that the service certificate is created in the machine that hosts the service and the client certificate is created in the machine on which the client runs. 
(5) Run the test client

First of all, a user needs to start up the coordination and ATM services by the command:
globus-start-container

in the corresponding machines. The user starts the management service by the command:
globus-start-container –nosec

The user has to check these services are up from the console where he typed in the above commands. The consoles should have the following messages:
https://129.12.16.150:8443/wsrf/services/ org/globus/services/core/coord
https://129.12.16.150:8443/wsrf/services/org/globus/services/core/atm
http://129.12.16.150:8080/wsrf/services/org/globus/services/core/manager
However, there may be some differences because the machine, which hosts these services, may have different IP address to the example.

Unzip the file CoordDemo into any directory; go to this directory and type in

java –jar coordTest user operation pounds service manager

Where, user should be an user security descriptor, which is stored in the management service machine; operation should be “withdraw”; pounds could be any integer; service should be the URL where the ATM service is deployed; ; manager should be the URL where the management service is deployed 
If this request is denied by the coordinated authorisation scheme, this test returns “accesses deny”; otherwise, the message like “withdraw 10 on http://129.12.16.150:8080/wsrf/services/org/globus/services/core/atm” is displayed. By change the date of the system, in which the GT4 server runs, the user can simulate the coordination on the daily basis.

